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ABSTRACT

When downloading files using an app or web-based application on the user’s mobile phone, the path is set to be saved
in the pre-defined default directory. Many applications requiring access to storage, including file managers, require a write or
read permission of storage to provide numerous functions and services. This means that the application will have direct
access to the download folder where the numerous files downloaded. In this paper, to prove our feasibility of attack using
the security vulnerabilities mentioned above, we developed a file hacking function disguised as an encryption function in the
file management application. The file that encrypted will be sent to hackers via E-mail simultaneously on the background.
The developed application was evaluated from VirusTotal, a malicious analysis engine, was not detected as a malicious
application in all 74 engines. Finally, in this paper, we propose a defense technique and an algorithm based on the Trusted
Execution Environment (TEE) to supplement these storage vulnerabilities.
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